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IFI"l Fakulteta
za raCunalniStvo
in informatiko

Spletni Kung-Fu

Nekaj malega o varnosti in internetu...

... in kako pri tem ostati brez modrice na ocesu...

dr.Matjaz Pancur, LRK, FRI

http://movieoverdose.files.wordpress.com/2009/02/2008_kung_fu_panda_002.jpg
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Uporabljate e-mail?




rri Elektronska posta...?




rri ...ali elektronska posta?
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IFI"l Fakulteta
za raCunalniStvo
in informatiko

Demo

Lazna elektronska posta



rri Huh...Dedek Mraz nas opazuje...?

robm@homebox ~$ Sudo su

Possisord:

robm is not inthe sudoers file.
This incident will be reported.

robm@homebox ~§

HEY — \WHO DOES
SUDO REPORT THESE,
INCIDENTS” 707

YOU KNOW, TVE
NEVER CHECKED.
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http://xkcd.com/838/




Kaj pa Facebook?




rri

Gmail?




rri

Hotmail?
Live mail?
Twitter?




Ali mi lahko
ukradejo moje
geslo?




rri

Kako paBIoh
deluje internet?

http://www.icis.com/blogs/asian-chemical-connections/confused.jpg
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IFI"l Fakulteta
za raCunalniStvo
in informatiko

Film — Spletni bojevniki

... ogled zal brez kokic ... :

Warriors of the Net - www.warriorsofthe.net ali Youtube



Kako mi lahko
ukradejo moje
geslo?




rri

Vrinjeni napadalec
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Kako deluje
protokol ARP

(huh...zal bo tole malo bolj tehnicno... Ce zaspite, vas bom zbudil ¢ez par
minut, ko bo na vrsti demo)
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rri

ARP zastrupljanje

http://diazno.typepad.com/blog/2009/11/poisonous-apple-lol.html
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Il Fakulteta
za raCunalniStvo
in informatiko

Demo

Arp zastrupljanje + sslstrip + Facebook
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Gesla so kot zobne
scetke!

Redno jih menjajte
in nikoli ne
posojajte.
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10 najpogostejsih gesel v VB

= 123

= password

" |iverpool (nogomet!)

" |[etmein (sezam odpri se)

= 123456

" gwerty

= charlie

" monkey

" arsenal (spet nogomet)

" thomas (2. najpogostejse ime)
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rri

V neki aplikaciji s 100.000 uporabniki v
Sloveniji...

" |[jubezen

= krneki

= 123456

= slovenija

= SONCEK

= |jubljana

= pikica

= cokolada

= zvezdica

= pikapolonica
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bodo skrivnost. Pogosto jih spreminjaj.
2 uporabljaj osebnih podatkov (svojega
jstnega datuma, imena psa...).

® 120 LaHKO SVOE GESLO OHRANS VaRND?




rri Brezziéna omreija

" |zbor gesla za vaso dostopno tocko
= Ce je geslo &ibko, se ga lahko hitro ugane
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Fakulteta
za raCunalniStvo
in informatiko

Demo - slabo geslo za dostopno
tocko

Uganjevanje s pomocjo najpogostejsih gesel
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Torej nam bodo
dobra gesla in
sifriranje resilo vse
probleme?
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Fr1 A CR/PTO NERDS WHAT WOULD
{1 MAGINATION: ACTVALLY HAPPEN:

HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAE, DRUG HIM AND HIT HIM WITH
r:u_mm To CRACK \T- THIS §5 WRENCH UNTIL
RTgleTa *E'FT Rﬁﬁ." GOT T
E‘u”L F'LFM
15 FOILED! ™~ ‘#if

http://xkcd.com/538/ 25



rri Brezziéna WiFi omreZja

= Reaver — najnovejsi napad na WPS (WiFi
Protected Setup), star manj kot mesec dni
(zadnje dni leta 2011)

= WPS - enostavno nastavljanje WPA?2 Sifriranja s
PIN stevilko

= Napaka v implementaciji PIN protokola —
preizkusiti je potrebno samo 11 000 kombinacij
—> napad s poskusanjem traja 4-6 ur

=V nekaterih WiFi dostopnih tockah NE
MORETE izklopiti WPS funkcionalnosti...
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00259C62195D

0869-9183

PORREEE RN TR R T

Y7 .00 LUNpPLEL

97.63% complete @ 19 seconds/attempt
97.67% complete @ 19 seconds/attempt
97.72% complete @ 19 seconds/attempt
97.76% complete @ 19 seconds/attemp
97.81% complete @ 18 seconds/attemp
97.85% complete @ 18 seconds/attemp
97.90% complete @ 18 seconds/attemp
WPS PIN: '08699183'

WPA PSK: '’

AP SSID: 'gallaghernet'
sean@sean-Satellite-A135:~%

http://arstechnica.com/business/news/2012/01/hands-on-hacking-wifi-protected-setup-with-reaver.ars 27
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...ampak na take
poceni finte pa ja
padejo samo neuki
uporabniki...
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rri Zid ovc (WaII of sheep) — DEFCON konferenca

j v nlragocp:kmn Tastmail fim %
Jennifer lemwpust harvard. edu poc”®****  1184.73.15985
demblm v * a7s:

S MIC#**+++ 113752224216 ‘ W EAR
WwWene Pvdn Sig*ttaan 128.242 24520

computicu
' l‘llhel.l.!
1shakmwvahuo com

R e ol +Tmntu\ Androwd) :
Nokia-asso-rx-49 201 11419794

m282 "891336

6062191197
ptkrisnan
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rri ] ] ]
Ne bodite ovce... preberite si 0 varnem

obnasanju na internetu...
Toplo priporocamo, se posebej ob
mrzlih zimskih vecerih :)

= http://www.safe.si

= http://www.cert.si/

= http://www.varninainternetu.si/
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i3 Racunalnisko
izobrazene ovce
gledamo na novice
o “vdorih” malo
drugace kot ostale
ovce...
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rr1 CIA

HACKERS BRIEFLY ThOK
DOMWN THE WEBSITE OF
THE CIA YESTERDAY ..

@

\WHAT PEOPLE. HEAR: [

1 WHAT COMPUTER

SOMEONE HACKED
INTO THE COMPUTERS

oF HE CIA!

/

EXPERTS HEPR:

SOMEONE ToRE DOWN
A POSTER HUNG UP
&Y THe CIA!

;

http://xkcd.com/932/
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Vprasanja?
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